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Sony BMG pulls CD software Fri Nov 11, 1:31 PM ET

http://news.yahoo.com/s/nm/20051111/tc_nm/sony_copyprotection_dc
On Nov 11, Music publisher Sony BMG announced that it would stop using a controversial technology to protect this music from illegal copying. This is due to the discovery of the first virus that uses Sony BMG’s CD copy-protection software to hide on PCs and cause serious security issues.

Music producers are seeking ways to do the copy protection for their CDs. They have the right to prevent customers from illegally copying music, but the anti-piracy technology is not mature enough, which brings the opportunities for the hackers to create new virus to attack customers’ computer security system. 

This type of anti-piracy technology, which works only on Windows computers, prevents customers from making more than a few copies of the CD and prevents them from loading the CD’s songs onto iPod. Hackers discovered they could effectively provide their virus programs invisible by using similar file names used by the anti-piracy technology. (Anti-piracy software also creates the hidden files in customers’ computer) 

Another concern here is whether it’s proper for the industry to install hidden files on consumers’ computer without asking for permission. To some extent, it invades the privacy and personal property.  More seriously, it opens up a backdoor potentially be used to steal personal information and launch attacks on other computers and send spam. 

