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UNITED STATES DISTRICT COURT

CENTRAL DISTRICT OF CALIFORNIA

PERFECT 10, INC.,
CV 01-2585 LGB (SHx)
Plaintiff,

)
)
)
)
V. ) ORDER GRANTING
) PERFECT 10'S MOTION FOR
CYBERNET VENTURES, INC., )
)
)
)
)
)

et al.,

PRELIMINARY INJUNCTION

Defendants

I. INTRODUCTION

This action springs from Perfect 10, Inc.’'s (“Perfect 10")
allegations that defendant Cybernet Ventures, Inc. (“Cybernet”),
a corporation running a web-service called “Adult Check,” and
other defendants infringe Perfect 10's copyrights, violate
Perfect 10's trademark rights and otherwise engage in rampant
unfair business practices.

Currently before the Court is Perfect 10'g Request for a
Preliminary Injunction, which requests relief against a variety
of defendants. The Court has received Perfect 10's motion,
defendants Cybernet and Laith Alsarraf’s oppositions, and Perfect
10's reply. These briefs are supported by voluminous supporting
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papers (and the accompanying evidentiary objections).
IT. INITIAL EVIDENTIARY OBJECTIONS

In support of its motion for preliminary injunction, Perfect
10 submitted 117 exhibits attached to the declaration of Norman
Zadeh, Ph.D. (“Zadeh Decl.”), 16 exhibits attached to the
declaration of Daniel Farmer (“Farmer Decl.”) and 13 exhibits
attached to the declaration of Jeffrey Mausner (“Mausner Decl.”).
Perfect 10 supplemented these declarations with several others.
Cybernet basically objects to every exhibit attached to the Zadeh
and Farmer declarations, as well as two exhibits attached to the
Mausner declaration. In addition Cybernet has raised cbjections
to portions of declarations filed by Zadeh, Farmer, Mausner,
Laurence Rudolph (“Rudolph Decl.”), Selma Rubin (“Rubin Decl.”)
and John Baruck (“Baruck Decl.”).

Perfect 10 has also raised objections to evidence submitted
by Cybernet. Perfect 10 objects to a single paragraph in the
declaration of Timothy Umbreit {(“Umbreit Decl.”) and to ten
paragraphs in the declaration of Frederick Lane III (“Lane
Decl.”). Before the Court makes its findings of fact under
Federal Rule of Procedure 65, it will address these objections.
It will do so, however, only in broad strokeg.

A, AUTHENTICATION OBJECTIONS

The great bulk of Cybernet’s objections center on Perfect
10's exhibits printed off of the internet. See Cybernet
Evidentiary Objections (*Def. Obj.”) at 1-5. Cybernet argues

these exhibits are insufficiently authenticated. See, e.g., id.
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at 1. In support, Cybernet points to two cases, United States v.

Jackson, 208 F.3d 633, 637 (7th Cir. 2000), cert. denied, 531

U.S. 973 (2000), and 8t. Clair v. Johnnv's Oyster & Shrimp, Inc.,

76 F. Supp. 2d 773, 774 (S.D. Tex. 1999}.

The Jackson court upheld the exclusion of certain web
postings attributed to white supremacist groups because they were
insufficiently authenticated. 208 F.3d at 638. As the court
viewed the sgituation, the criminal defendant in the case had to
show that the postings, in which these groups appeared to claim
responsibility for a series of racist mailings, actually were
posted by the groups, as opposed to being slipped on the groups’
web sites by the defendant, who was a skilled computer user. Id.

The St. Clair court took a more extreme view over the
admissibility of data taken from the United States Coast Guard’'s
online vessel database concerning the ownership of a vessel. 76
F. Supp. 2d at 774. The court viewed the internet as “one large
catalyst for rumor, innuendo, and misinformation,” stated that
there was “no way” the plaintiff could overcome “the presumption
that the information . . . discovered on the Internet is
inherently untrustworthy.” Id. The court then excluded the
information as hearsay, rather than “relying on the voodoo
information taken from the Internet.” Id.

Although these ocut-of-circuit cases are informative
concerning the potential pitfalls of internet-based documents,
this Court must look to the Ninth Circuit for guidance. In United

States v, Tank, 200 F.3d 627, 630 (9th Cir. 2000), the Ninth
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Circuit addressed the admissibility of certain chat room legs. In
Tank, the government initiated a prosecution against a child
pornography suspect after a search of another suspect’s computer
files revealed “recorded” online chat room discussions among
members of an internet club focused on discussing, trading, and
producing child pornography. 200 F.3d at 629. The recorder of
these chat room discussions had deleted from his computer
nonsexual conversations and extraneous material, such as date and
time stamps. Id.

The Tank court observed that the foundational requirement of
authentication is satisfied by evidence sufficient to support a
finding that the matter in question is what its proponent claims.
See 200 F.3d at 630 (citing Fed. R. Evid. 901(a)). This burden is
met when “sufficient proof has been introduced so that a
reasonable juror could find in favor of authenticity.” Id.
(citations omitted). This burden was met where the producer of
the logs explained how he created the logs with his computer and
stated that the printouts appeared to be accurate
representations. Id. Additionally, the government established the
connection between Tank and the chat room log printouts. Id.

The Court finds that Zadeh’s declaration adequately
establishes the prima facie case for admissibility in claiming

the exhibits attached to his declaration were either:
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1) true and correct copies of documents produced by
Cybernet in discovery (identified by a CV prefix};

2) true and correct copies of pictures from Perfect 10
Magazine or from Perfect 10's website; or

3) true and correct copies of pages printed from the
Internet that were printed by Zadeh or under his

direction.

Zadeh Decl. { 7. Those webpages that fall under category (3)
contain the internet domain address from which the image was
printed and the date on which it was printed. Id. § 8.

The first category is covered by Maljack Prods., Inc. v,

GCoodTimes Home Video Corp., 81 F.3d 881, 889 n.12 {(9th Cir.

1996) (discovery documents deemed authentic when offered by party-

opponent). See also Orr v. Bank of America, NT & SA, - F.3d. -,

2002 WL 507525 *1, *6 n.20 {(9th Cir. 2002) (citing to same). The
second and third categories have met the prima facie burden
because the declarations, particularly in combination with
circumstantial indicia of authenticity (such as the dates and web
addresses), would support a reasonable juror in the belief that
the documents are what Perfect 10 says they are. See Tank, 200
F.3d at 630. Moreover, because computer printouts are the only
practical method by which the allegations of the complaint can be

brought before the Court and there is generally a reduced
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evidentiary standard in preliminary injunction motions,' the
Court findeg that, as a general rule, Zadeh’'s declaration is
sufficient to establish the exhibits’ authenticity.?

This is particularly true with regard to e-mail
communications attributed to Brad Estes. Mr. Estes’s deposition
testimony establishes that it is part of his duties tc respond to
posts in Adult Check’s “webmasters lounge” and that he responds
to e-mails from webmasters concerning aspects of Cybernet’s
"Adult Check” program. Mausner Decl., Ex. C at 94-97.

B. E-MATLS BETWEEN CYBERNET EMPLOYEES AND THIRD

PARTIES

Cybernet does not object to the Court’s consideration of the
communications purportedly made by Cybernet’s employees “if the
Court were to accept Plaintiff’s scanty authentication” but does

object to consideration of the communications attributed to third

See, e.qg., Asseo v. Pan-America Grain Co., Inc., 805 F.2d
23, 26 (lst Cir. 1986) (*affidavits and other hearsay materials
are often received in preliminary injunction proceedings”).

‘Perfect 10 has attempted to further elaborate on the
authentication issue in its Reply to Evidentiary Objections
{(“Evid. Reply”) and in Norman Zadeh’s Second Declaration (“Zadeh
Decl. II”}) 99 3-7, but the Court did not consider this
information. Despite the general admissibility of these exhibits,
there are individual exhibits that are insufficiently
authenticated, see, e.qg., Zadeh Decl, Ex. 17, and the Court does
not rely on them in its findings of fact. Because of the sheer
volume of evidentiary objections, the Court’s discussion must be
held at a certain level of generality. Where either party’s
arguments on admissibility are persuasive, the Court simply
disregards the problematic piece of evidence. The findings of
fact that follow rest on evidence the Court finds admissible or
proper for consideration in the context of this motion.

&
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parties on hearsay grounds. See Evid. Obj. at 3. The Court treats
the communications attributable to Cybernet employees as party
admissions and will accept the third party communications only
insofar as they indicate notice of infringing or potentially
infringing activity.? See Fed. R. Evid. 801.

c. PRINTOUTS FROM THE THIRD-PARTY WEBSITES

Cybernet objects to the printouts from third-party websites
as a violation of the rule against hearsay. See Fed. R. Evid.
801. To the extent these images and text are being introduced to
show the images and text found on the websites, they are not
statements at all - and thus fall ocutside the ambit of the
hearsay rule.® To the extent that Perfect 10 relies on
directories and the like as assertions that the links provided
actually connect toc the subject matter claimed in the link, the
Court finds the hearsay issue to be a closer question. The Court
will deal with this issue, should it arise, on a case-by-case
basis. As for any asserted connection between those sites and
Adult Check (Cybernet), the Court finds the evidence of
Cybernet’s business structure and the workings of Adult Check’s

age verification program combined with statements identifying the

*There are several exhibits attributable to employees other
than Brad Estes. These are authenticated through the discovery
process, but the Court also finds that they should be
appropriately considered because there is no indication that any
of these employees have been deposed as of yet.

‘When used for this purpose, the Court assumes they are
subject to the best evidence rule, Fed. R. Evid. 1001. The Court
finds that these printouts meet the Rule, for present purposes.

7
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individual websites as Adult Check sites are enough to establish
the sites’ membership in the Adult Check program. This takes the
various printouts outside the definition of hearsay, for this
purpose. See Fed. R. Evid. 801(d) (2) (D).

D. OBJECTION TO CHART

Perfect 10 has prepared a chart (“Chart 1"} outlining
examples of infringing conduct it claims has been or can be found
on websites affiliated with “Adult Check.” Zadeh Decl., Chart 1.
Cybernet argues that the Zadeh declaration has failed to
adequately establish how the chart was compiled, fails to lay an
adequate foundation and that its descriptions of exhibits are
confusing or inaccurate. Evid. Obj. at 5. The Court finds these
objections, as a general matter, to be without merit.

The chart simply reiterates information found elsewhere,
including the website where the information was found, the date
of download, Perfect 10's claimed infringement, a brief
description, which copyright registration covers the claimed
Perfect 10 images, and an assertion concerning rights of
publicity. To the extent this information is found on the face of
each exhibit it is unobjectionable. Further, any errors in
degcribing the contents are easily confirmed by visual inspection
of the exhibits. Finally, Perfect 10 has provided information
supporting its claimed copyrights and rights of publicity. The
Court finds no reason to exclude Chart 1 and has found it a
helpful reference in itg review of the voluminous documents

provided.
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E. REPLY EVIDENCE

Perfect 10 has supplied the Court with a significant volume
of reply evidence. Perfect 10 claims most of this evidence is
directed at arguments made by Cybernet that this motion should be
barred by laches or the doctrine of “unclean hands,” challenges
to Perfect 10's claims of copyright ownership, and Cybernet’s
claims to be effectively policing the websites making use of the
*Adult Check” brand. Cybernet moved ex parte for an order
striking all this evidence, which the Court denied in a previous
minute order. Nevertheless, for reasons that will become c¢lear
the Court has felt no need to consider any of this proposed
rebuttal evidence, although isolated exceptions to this general
rule will be noted as they appear.

F. OBJECTIONS TO CYBERNET'S DECLARATIONS

The Court sustains Cybernet’'s objections to the Lane
Declaration’s Y 70, 71, and 81, except to the extent they may be
used as party admissions.
III. FINDINGS OF FACT

Pursuant to Fed. Rule of Procedure 52(a), the Court makes
the followings findings of fact:

Perfect 10

1. Plaintiff Perfect 10, Inc. (“Perfect 10") was formed in
1996 by Norman Zadeh, who has occupied the post of
Chief Executive QOfficer (“CEO”) since Perfect 10's

formation. Zadeh Decl., § 2.
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Mr. Zadeh received his Ph.D. in Operations Research in
1972, spent some time working in IBM’s computer

research department, and has taught applied mathematics
as a visiting professor at Stanford, UCLA, U.C. Irvine,

and Columbia Universities. Id., 99 3,4.

Armed with a single idea - that there was a market for
“classy” pictures of nude women without breast
implants, cosmetic surgery, or the like - Perfect 10

was formed. Jenal becl., Ex. L at 94,

Although Mr. Zadeh did not prepare a formal business
plan before launching Perfect 10, he had some idea

of the costs involved and an idea of how the magazine
would develop. Id. at 93; Request for Judicial Notice,

Ex. 1 (“Bacon's article”) at 4.°

Since Perfect 10's formation, it has built its
circulation up to approximately 90,000 issues.® Zadeh

Decl., { 5.

‘Perfect 10 has not objected to Cybernet's request for
judicial notice of this newspaper article.

SFor purposes of this motion, the Court finds that Zadeh's
role as CEQ and familiarity with all aspects of Perfect 10's
business lays an adequate foundation for information related to
Perfect 10's market position, particularly as the Court finds the
majority of Zadeh’'s testimony and declaration credible.

10
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10.

11,

12,

Perfect 10 created a website, PerfectlO.com, in 1996.

Id.

Perfectl0.com receives about 100,000 visitors each
month. Id. There is no indication how many paid

subscribers Perfectl1l0.com has attracted.

Perfect 10's first magazine was published in 1997.

Jenal Decl., Ex. L at 97.

Since Perfect 10's inception it has created
approximately 3,000 photographic images. Zadeh Decl.,

T 12.

Perfect 10 sells memberships allowing access to
Perfectl0.com at a rate of $25.50 per month to persons

18 years and older. Id., § 13.

Degpite Perfect 10's costs per individual picture
rising into the thousands of dollars, Perfect 10 has
not been profitable. See Jenal Decl., Ex. L at 97-101.
The company is now losing approximately $4 to $5

million per year. Id. at 101.

Some of this loss was anticipated by the CEOQO, Mr.

Zadeh, although in retrospect those estimates were low.

11
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13.

14,

15,

Id. at 95; Bacon's Article at 4-5. In an August 19297
interview, Mr. Zadeh, said that he planned to publish
the magazine six times a year at $6.95 per issue.
Bacon's Article at 5. For the interview, he stated

that he’d be happy losing $500,000 a year, but that he
felt he could expect to break even with a few issues.
Id. At the time, he felt that the magazine would begin
attracting advertisers when circulation reached 150,000

to 200,000 copies. Id.

Perfect 10 lost an estimated $700,000 per issue for
the two issues it published in 1897. Jenal Decl., Ex. L
at 99. In 1998, Perfect 10 published four issues and

estimates losses around $500,000 per issue. Id. at 100.

In addition to its website and magazine, Perfect 10
has also produced calendars and model of the year

videotapes. Id. at 101.

Age Verification Services

The online-pornographic industry faces the constant
threat of litigation and regulation stemming from
a variety of fears, including access by under-age

users and violations of obscenity laws, including those

12
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16.

17.

18.

against child pornography, bestiality and other such
subjects that the government identifies and chooses

to regulate. See, e.g., Lane Decl. Y 25, 44.

Age verification services (“AVS”) are meant to

provide some level of reassurance to all involved.

An AVS places a computer script on individual webpages
or websites. Farmer Decl., § 15. When a visitor hits

a page containing the script, it provides a prompt
before allowing the visitor to view the page or other
pages on the site. Id. AVS services sell passwords to
consumers so they can gain access to materials on
participating websites. Lane Decl., 9§ 47; Farmer Decl.,

1 13.

Although not a perfect screen, the credit card is
a relatively strong proxy for identifying those who

are 18 or older. Lane Decl., § 46.

AVS and Credit Card Billing

19.

The growth of the online-pornographic business has
been a boon to credit card companies. Lane Decl. § 32.
At the same time, credit card companies have had

problems with a phenomenon called chargebacks as they

13
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20.

relate to online adult businesses. Id. Y 51, 52.

Chargebacks are requests for reversals of credit card
charges and are often tied to customer complaints. Id.
§ 51. Mastercard and Visa have established strict
limits on the percentages of chargebacks they will
tolerate from any one account. Id. § 52. Merchants
exceeding those limits are heavily fined and may

lose their merchant processing accounts. Id.

Cybernet Ventures, Inc.

21,

22,

Cybernet Ventures, Inc. (“Cybernet”) runs an

AVS called “Adult Check.” Lane Decl., 9 46. Cybernet,
through its Adult Check brand, bills itself as the
leading AVS on the Internet. Id. Y 48. Adult Check
claims to have approximately 300,000 “regular” sites
and 14,000 “Gold” sites using its service. Umbreit

Decl., § 24.

Based on Adult Check’s image requirements, it estimates
that there are over 20 million images available on
participating web sites. Id. On an average day,
Cybernet authenticates an average of 1.9 million Adult

Check IDs. Id. Y 12.

14
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Adult Check’s Internal Organization

23.

24.

25.

26,

Individual “webmasters” run the websites that make
up the Adult Check “network.”’ See, e.g., Lane Decl.,
58. These webmasters are not charged to use the

Adult Check service. Umbreit Decl., § 7.

Each webmaster is responsible for running the website,
including creating the site’s content, finding a server
to host the site and other technical details, as well

as promoting the site. Lane Decl., {{ 34-36.

When a new user visits one of these sites, they are
directed to Cybernet’s site on adultcheck.com to
register with Adult Check. Farmer Decl., Y14; Umbreit

Decl. {9 9, 10.

Cybernet has two tiers of membership available, a
*regular” membership and an “Adult Check Gold”
membership. See, e.g., Umbreit § 24. For $19.95 every
three months, a regular member receives access to all
sites using the AVS, except for the Gold sites. Zadeh
Decl., Ex. 1 at 2. The Gold sites contain more images,

more diversity, and generally meet more criteria

"“Webmasters” are the operators of the individual websites
that can be accessed using an Adult Check ID.

15
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27,

28.

aimed at ensuring these sites are higher-quality than
those available to “regular” members. See, e.g., Zadeh
Decl., Ex. 1 at 19-20 (contrasting requirements);
Umbreit Decl., § 22. The Gold memberships are more
expensive and provide access to all the websites
clagsified as Adult Check Gold (approximately 14,000
sites) for a price of $19.95 per month. Zadeh Decl.,

Ex. 4.

All fees paid by these members go directly to Cybernet.
On a semi-monthly basis Cybernet then pays each
individual webmaster a commission attributed to the
site where the member originally signed up for his or
her Adult Check membership. Umbreit Decl., { 13; Zadeh

Decl., Ex. 1 at 8-10.

There are two main factors driving an AVS service’s
success, the quantity of images available on the
participating websites and their quality. See Lane
Decl., Y 54; Umbreit Decl. § 22. There is also a

need to prevent a redundancy of similar sites because
this dilutes the experience of viewers, increasing
dissatisfaction with a service and increasing the
likelihood of users leaving the service or requesting
chargebacks. Lane Decl., Y 57; Zadeh Decl., Ex. 1 at

21.

16
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29.

30.

Tier

Tier

Tier

Tier

Tier

Tier

Adult Check has a financial incentive to insure

that the participating websites are numerous, somewhat
distinctive and contain images that attract users. As
a result Adult Check has adopted a variety of
guidelines concerning the content provided by the
webgites uging its name and services. Zadeh Decl, Ex.

1 at 15-24.

Adult Check has divided up its websites into six tiers.

They are as follows:

1. Adult Check exclusive sites with only Adult Check
ads or no ads at all;
2. Adult Check exclusive sites with both Adult Check

ads and non-Adult Check ads;

3. Adult Check Exclusive sites with non-Adult Check
ads.
4. Non-exclusive sites with only Adult Check ads

or no adds ad all;
5. Non-exclusive sites with both Adult Check ads
and non-Adult Check ads;

6. Non-exclusive sites with non-Adult Check ads.

Each tier involves greater value for users along a

spectrum defined by greater commitment to the Adult

Check brand.

17
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ee Zadeh Decl., Ex. 1 at 16.

32.

33.

Cybernet views sites and assigns keywords to further
efficiency of an internal search engine that it
provides as a service to consumers. Zadeh Decl., Ex. 12

at 63.

Part of Cybernet’s Adult Check service 1s a linking
service found on adultcheck.com. Cybernet provides
links to various webpages organized by category,
including categories devoted to celebrity sites.

See, e.g., Zadeh Decl., Exs. 72 & 81.

Adult Check also provides a search function that
searches for content within the Adult Check affiliated

websites and webpages. Umbreit Decl., § 17.

Adult Check Policies

34.

Adult Check has also endorsed a number of “General

Policies,” including:

Any unlawful activities or activities that, within

the sole and absolute discretion of Adult Check may be

18
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or are harmful to its reputation, image, goodwill
(including but not limited to inappropriate Usenet
postings or spamming) will result in immediate

termination;

Illegal content is strictly prohibited. Illegal content
includes, but is not limited to: minors, rape and

bestiality;

Fraud, illegal activities, unfair or deceptive trade
practices or violation of the Adult Check Policies will

result in immediate termination of your account; and

Viclation of the Adult Check limited use license of

trademarks and copyrighted materials is prohibited.

Zadeh Decl., Ex. 1 at 13.

35.

Adult Check also has a policy related to its Links
Page, which leads Adult Check users to various sites
and webpages by providing a directory organized by

category. In order to be listed on the Links Pages:

1) A site may not display, publish, link to or provide

access to any images, pictures, stories, video clips

or any other media portraying any content that is deemed

19
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2)

6)

illegal in the United States. Any site containing content
deemed illegal in the United States will be removed from

the Links Page and the account will be deactivated;

Each Adult Check Site must contain unique, gquality and
adequate content. The guality, uniqueness and adequacy of
the content is solely within the discretion of AC, but
generally means at least 30 pictures of sufficient
gquality to provide value to the Adult Check customer.
These guidelines are loose and subjective to insure that
there is a definite benefit for the Adult Check customers

without requiring them to pay extra fees;

A participating site must be placed in the appropriate
category of the Links Pages and the description of the
site must be accurate. Any deceptive information is

grounds for removing the site from the Links Page.

Site names and site descriptions must not be false,

misleading or deceptive.

Multiple sites owned by the same person or entity must

be designed as individual sites and may not be listed

more than once.

Feeder sites, must also comply with the minimal

20
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8)

9}

10)

11)

standards.

Membership sites, requiring further membership fees
must provide content before an Adult Check customer

is required to pay any fees.

The webmaster is responsible for providing all content.

Cybernet disclaims any responsibility for content.

All sites are reviewed and monitored for continued

compliance.

Each site submitted must be unique. Templated sites will

not be accepted for placement on the links page.
Templated sites are defined as two or more sites that
are created or appear to the viewer as substantially

identical, despite minor variations such as site title.

The use of any registered trademark, trade name,
copyright or exclusive publicity right without proper
authority or written consent of the owner, will not be
permitted on any Adult Check site. violation of this
policy will, among other things, result in the removal
of the viclating site from the Links pages and the
termination of the website’s affiliation with Adult

Check.

21
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